The paper describes the results of a measurement campaign to characterize the non-intentional emissions (NIE) that are present in the low voltage section of the electrical grid, within the frequency range assigned to narrowband power line communications (NB-PLC), from 20 kHz to 500 kHz. These NIE may severely degrade the quality of the communications and, in some cases, even isolate the transmission devices. For this reason, the identification and characterization of these perturbations are important aspects for the proper performance of the smart grid services based on PLC. The proper characterization of NIE in this frequency range is a key aspect for the selection of efficient configurations to find the best trade-off between data throughput and robustness, or even for the definition of new improved error detection and correction methods. The huge number of types of NIE, together with the wide variety of grid topologies and loads distribution (density and location of homes and industrial facilities) are great challenges that complicate the thorough characterization of NIE. This work contributes with results from field trials in different scenarios, the identification of different types of NIE and the characterization both in time and frequency domains of all the registered disturbances. This contribution will be helpful for a better knowledge of the electrical grid as a transmission medium for PLC and, therefore, for evaluating the appropriateness of different robustness techniques to be applied in the next generation of smart grid services. Compatibility) directive [5] , which defines the limits to protect appliances against high harmonic current levels, as part of the CE (Conformité Européenne) marking. For frequencies above 2 kHz, the growth of high level and long-lasting NIE, which propagate through the electrical cables, may reduce the lifetime extension of the devices connected to the grid or even malfunctioning [6], as described in the list of examples compiled by the Comité Européen de Normalisation Electrotechnique (CENELEC) in [7] . In this higher frequency range, an additional issue is the impact on narrowband power line communications (NB-PLC), where disturbing NIE and communication signals coexist. The emissions may cause severe interferences on the transmitted data and the degree of impact depends on the level and spectral shape of the NIE [2] [3] [4] 7, 8] .
Introduction
The increase of electronic devices connected to the electrical grid is affecting the levels of conducted emissions along the electrical grid in harmonics of the fundamental, and in frequencies in the range of kHz. Some of the sources of these non-intentional emissions (NIE) are related to the improvements in power electronics for energy efficiency and the current deployment of distributed energy resources (DER) and electrical vehicles (EV) chargers through the distribution grid [1] [2] [3] [4] [5] [6] [7] . The increasing number of such devices leads to more frequent and higher levels of emissions in the frequency range between 2 kHz and 150 kHz, as they operate with switching frequencies of several kHz [2] [3] [4] . Voltage levels above the compatibility levels increase the risk of interference for some equipment connected to the grid.
For frequencies below 2 kHz, emissions have been properly characterized and they are regulated by regional and national normative rules, such as the European Union (EU) EMC (Electromagnetic For this purpose, several NB-PLC technologies to provide data transmission have been conceived and implemented [18] [19] [20] 22 ]. The main transmission technologies are Meters&More [23] , G3-PLC specification [24] (published in Recommendation ITU-T G.9903 [25] ), IEEE 1901.2 standard [26] and PRIME (PoweRline Intelligent Metering Evolution) [27] , which comprises versions PRIME v1.3.6 [28] and PRIME v1.4 [29, 30] (published by the International Telecommunication Union in Recommendation ITU-T G.9904 [31] ).
These NB-PLC signals need to overcome non-intentional emissions during propagation over the LV distribution network. NIE in the range 9 kHz-500 kHz are generated, mainly, by photovoltaic inverters, battery chargers, hydropower systems and wind turbines [2] [3] [4] 15, 26] , but also by electric vehicle chargers, home appliances and lightning devices [32, 33] . The potential disturbance of EMI on NB-PLC may impede the performance of basic functionalities (monitoring of real-time consumption or generation) or advanced future applications (remote management of the EV charging process or remote control of DER). Moreover, many of these EMI sources are located close to the SM, as in the case of EV chargers and photovoltaic (PV) panel inverters, where the possibilities of being affected are higher.
Therefore, although the aforementioned NB-PLC technologies allow the use of robust modulation and coding techniques, strong disturbances in these frequencies may degrade the communications. Previous studies demonstrate that emission is this frequency range spreads mainly to neighboring locations and this might lead to think that there will be moderate levels of NIE in the grid [34] . However, several cases of quality degradation in NB-PLC due to NIE in the CENELEC-A band have been already described in the literature. In [3] , it is reported that NIE from a PV inverter and a battery charger caused changes in the topology of a PRIME network and even blocked the access to some communication nodes. Similar observations of PV inverters interfering with a PLC transmission system with FSK (Frequency-Shift Keying) modulation are described in [35] . Reference [36] refers to underperformance of smart meters in real deployments in Spain due to non-permanent noise levels that were found to be significantly higher than maximum limits allowed for intended transmitters. CENELEC gathered several cases of interference to PLC systems in [7] . For instance, communication problems by a PLC system using S-FSK modulation due to the power supply of a television amplifier, a variable speed drive of an elevator and the power supply of a PC screen; and loss of communication of smart meters in Sweden caused by frequency-controlled ventilation systems, voltage converters or heat pumps. In [32] and [37] emission in the frequency range of 2 kHz to 150 kHz caused by electrical vehicle charging is evaluated, concluding that care has to be taken that NIE of the EV chargers does not interfere with the PLC communication.
The aforementioned interference cases are for PLC systems working below 150 kHz. By contrast, a less harsh propagation channel is expected from 150 kHz to 500 kHz. In particular, the transmission medium in the higher frequency range is expected to be less noisy, with a scarce presence of harmonics of switching frequency of inverters and, in general, a reduced number of conducted interfering emissions of diminished relevance. Nevertheless, the field trials developed in frequencies above 150 kHz are scarce and focused on a limited number of scenarios and grid topologies. For this reason, additional measurements that support this assumption are needed and they are currently demanded by some working groups of IEC and CENELEC [15, 38] .
In summary, the proper characterization of the different types of NIE above 9 kHz is a first step required to know the potential interferences that the NB-PLC have to face for an optimal performance. The huge variability of the types of NIE (many different types of loads and working regimes), the wide variety of measurement scenarios (different grid topologies and different density and distribution of homes and industries) and the resources required for the development of field trials complicate the characterization and understanding of NIE and their potential influence on NB-PLC.
Objectives
The main goal of this study is the analysis of empirical values of NIE in the LV section of the electrical distribution grid. For this purpose, a measurement campaign in several scenarios of the grid Electronics 2019, 8, 1044 4 of 28 topology was scheduled in coordination with the Distribution System Operator Iberdrola. Therefore, the measurement methodology was adjusted to the frequency range of the NB-PLC technologies used by this Distribution System Operator for smart metering services in the LV distribution network: 20-500 kHz, for PRIME 1.3.6 [28] and PRIME 1.4 [29] transmission technologies.
The analysis methodology developed for this project was based, first, on the definition and implementation of an accurate and validated measurement system; then, on ad-hoc software for the data processing of the registered data; and last, in the thorough analysis of the field results, considering the particularities of the grid topology and the measurement areas.
Methodology
Unlike below 2 kHz, measurement methodologies in the range 2-500 kHz are only partially defined. In order to compare different measurements, it is essential that the same measurement method is applied. Multiple approaches are currently available (e.g., IEC 61000-4-7, IEC 61000-4-30 Ed.3 draft, CISPR 16), which apply to different frequency bands and can result in considerably different results for the same signal. Depending on the way of signal filtering, length and number of gaps in the measurement, bandwidth and aggregation method, significant differences in the measurement results can be obtained [7, 39, 40] .
The method according to IEC 61000-4-7 is proposed for measurement of device emission between 2 and 9 kHz. Above 9 kHz a measurement method for device emission under laboratory conditions is defined in CISPR 16 [41] . IEC 61000-4-30 proposes a third method for the range 9 to 150 kHz, but it is not as detailed as CISPR specifications. Therefore, there is no normative method to measure the actual emission levels in real grids for the frequency range under study, from 20 kHz to 500 kHz [42] .
Measurement Methodology and Data Processing
The measurement method used in the field trials has been developed by the University of the Basque Country (UPV/EHU), for the characterization of the noise and NIE that are present at the LV electrical grid. The method is composed by, first, the recording of voltage values in a specific point of the grid, and second, the signal processing of the recorded values, in order to obtain a characterization of NIE in time and frequency domains [43] . The measurement method is optimized for the frequency range used by the different technologies of NB-PLC: 20 kHz to 500 kHz. This method has been presented in the CENELEC SC 205A Working Group 11 [43] .
The measurement system is based on high-resolution measurements, both in time and in amplitude, of the voltage values for frequencies up to 500 kHz. It is composed of the following equipment (see Figure 1 ):
•
A voltage probe that connects the measurement system to the grid, provides galvanic isolation and protects the system against high level transitions.
A high-resolution oscilloscope (Picoscope series 5000) that samples the noise and NIE levels with high accuracy (16 bits resolution in magnitude) and high sampling frequency (8.92 MHz).
A laptop to configure the oscilloscope, automatize the measurements, and record the signals registered by the oscilloscope.
The measurement recordings are then post-processed to obtain the NIE values in time and frequency domains, by applying the CISPR specifications defined for narrowband signals up to 150 kHz [44] [45] [46] . The data processing described in the CISPR documents is applied for the whole frequency range (20 kHz to 500 kHz).
The data processing defined in the CISPR specifications has been summarized schematically in Figure 2 . It consists of, first, a time-windowing to the dataset, and then, a Fourier analysis [47] . The time-windowing recommended by CISPR 16 is oriented to achieve a Gaussian window with a 6 dB bandwidth of 200 Hz, and a time overlap higher than 75%, in order to ensure that fast impulsive noises are removed or highly attenuated in this step [44] [45] [46] . According to this recommendation, in this Electronics 2019, 8, 1044 5 of 28 measurement system, a specific 10 ms Gaussian window in time, with a time shift of 0.7 ms, which results on an overlap of 93%, is applied in order to obtain a 200 Hz 6 dB bandwidth in the frequency domain, and to fulfill the CISPR requirement of 75% time overlap condition (see Figure 2 ). The measurement recordings are then post-processed to obtain the NIE values in time and frequency domains, by applying the CISPR specifications defined for narrowband signals up to 150 kHz [44] [45] [46] . The data processing described in the CISPR documents is applied for the whole frequency range (20 kHz to 500 kHz).
The data processing defined in the CISPR specifications has been summarized schematically in Figure 2 . It consists of, first, a time-windowing to the dataset, and then, a Fourier analysis [47] . The time-windowing recommended by CISPR 16 is oriented to achieve a Gaussian window with a 6 dB bandwidth of 200 Hz, and a time overlap higher than 75%, in order to ensure that fast impulsive noises are removed or highly attenuated in this step [44] [45] [46] . According to this recommendation, in this measurement system, a specific 10 ms Gaussian window in time, with a time shift of 0.7 ms, which results on an overlap of 93%, is applied in order to obtain a 200 Hz 6 dB bandwidth in the frequency domain, and to fulfill the CISPR requirement of 75% time overlap condition (see Figure 2 ).
Then, a spectrogram is obtained by applying FFTs to the data resulting from the time-windowing. The frequency step size of the FFT is selected to be a quarter of the required bandwidth (50 Hz), which requires 29733 points FFTs; this way, it fulfills the CISPR 16 condition of being less than the half of the required values of the 6 dB bandwidth (200 Hz). Once the spectrogram is obtained, a digitally implemented quasi-peak detector is applied in a 200 Hz resolution bandwidth, during the specified measuring time. The required charge and discharge time constants and the meter time constants for quasi-peak detector are digitally implemented by means of infinite impulse response (IIR) filters and the measuring time can be selected by the user.
The system noise floor is limited mainly by the quantization error of the oscilloscope. The measurement system applies an adaptive dynamic range to the amplitude of the registered levels. Therefore, the system noise floor is not constant and it depends on both the adaptive dynamic range and the number of bits used in the sampling process. Considering that the sampling resolution of the oscilloscope is 16 bits/sample, and that the dynamic ranges used in most of the measurements are ±2 V, ±1 V and ±0.5 V, the system noise floor levels of the measurement system are 25 dBμV, 20 dBμV and 16 dBμV, respectively. Only a few measurements required a dynamic range of ±5 V and ±10 V, due to the presence of noises in the grid of high amplitude, which is linked to a noise floor level of 36 dBμV and 40 dBμV, respectively.
The above-mentioned procedure leads to a resolution of the measurement system of 10 ms in time and 200 Hz in frequency, with a time step of 0.7 ms and a frequency-step size of 50 Hz.
In the trials, measurement intervals of 5 s were recorded, in order to characterize the time-variability of the emissions but the measuring time to be introduced in the designed software was selected in order to be free of NB-PLC transmissions, in order to avoid that the communication signals distort the results and to ensure that only non-intentional emissions were considered [4, 43] . horizontal red-lines between 42 kHz and 89 KHz in the spectrogram of Figure 2 correspond to PRIME v1.3.6 signal bursts and the selected measuring time for this example would be the one between the black horizontal lines in the spectrogram. Figure 2 . Schematic of the CISPR16 [44] [45] [46] data processing applied to the measurements.
Types of Results
Three types of results were calculated for each recorded dataset: Then, a spectrogram is obtained by applying FFTs to the data resulting from the time-windowing. The frequency step size of the FFT is selected to be a quarter of the required bandwidth (50 Hz), which requires 29733 points FFTs; this way, it fulfills the CISPR 16 condition of being less than the half of the required values of the 6 dB bandwidth (200 Hz). Once the spectrogram is obtained, a digitally implemented quasi-peak detector is applied in a 200 Hz resolution bandwidth, during the specified measuring time. The required charge and discharge time constants and the meter time constants for quasi-peak detector are digitally implemented by means of infinite impulse response (IIR) filters and the measuring time can be selected by the user.
The system noise floor is limited mainly by the quantization error of the oscilloscope. The measurement system applies an adaptive dynamic range to the amplitude of the registered levels. Therefore, the system noise floor is not constant and it depends on both the adaptive dynamic range and the number of bits used in the sampling process. Considering that the sampling resolution of the oscilloscope is 16 bits/sample, and that the dynamic ranges used in most of the measurements are ±2 V, ±1 V and ±0.5 V, the system noise floor levels of the measurement system are 25 dBµV, 20 dBµV and 16 dBµV, respectively. Only a few measurements required a dynamic range of ±5 V and ±10 V, due to the presence of noises in the grid of high amplitude, which is linked to a noise floor level of 36 dBµV and 40 dBµV, respectively.
In the trials, measurement intervals of 5 s were recorded, in order to characterize the time-variability of the emissions but the measuring time to be introduced in the designed software was selected in order to be free of NB-PLC transmissions, in order to avoid that the communication signals distort the results and to ensure that only non-intentional emissions were considered [4, 43] . These NB-PLC transmissions can easily be detected in the spectrograms. For example, all the horizontal red-lines between 42 kHz and 89 KHz in the spectrogram of Figure 2 correspond to PRIME v1.3.6 signal bursts and the selected measuring time for this example would be the one between the black horizontal lines in the spectrogram.
Three types of results were calculated for each recorded dataset:
•
Spectrograms showing the evolution in time of the power spectral density (PSD) values of NIE were calculated and represented in a color scale, all of them for a frequency range of 20-500 kHz and a time period of 5 s. The spectrograms allow the characterization of both spectral and time behavior of NIE at each measurement point.
The quasi-peak amplitude of NIE, according to the CISPR 16 assessment methodology (see Section 4.1), provides a clear representation of the spectral shape and the relevance of different types of NIE. In order to avoid NB-PLC signals in the data processing, the quasi-peak amplitude of NIE is calculated for a time interval of 0.5 s (the time interval selected for this type of graph is indicated in the corresponding spectrogram by means of two black lines, as shown in Figure 3 ).
In order to compare the level of NIE for different scenarios and situations, the datasets are classified and compiled by groups. For each group, the values are statistically evaluated by means of a representative set of percentiles: 0th (minimum), 10th, 50th (median), 90th and 100th (maximum), and then, the results of different groups are compared in Section 6.4.
The combined analysis of spectrograms and the CISPR 16 graphs allows the identification and characterization of different types of NIE, both in time and frequency domains. An ad hoc software developed by the authors provides all the aforementioned types of results. 
Analysis of Results
The obtained results have been analyzed according to different classifications or criteria:
• First, emissions have been classified according to their spectral components. • Second, emissions have been analyzed as a function of the frequency range where they occur (below or above 150 kHz). • Third, the time variability of the recorded NIE is evaluated, by means of the spectrograms of the signals registered in all the measurement points, since this type of graphs shows in detail the time-variability of the amplitude for the whole frequency range.
•
Finally, NIE are classified as a function of the scenario where they have been recorded.
Planning of the Empirical Trials

Measurement Scenarios
The field trials were conducted in rural and urban scenarios of the LV distribution grid in Spain. In particular, several measurement points in two urban areas with buildings of 4-6 floors, and two The grid topology in the urban areas is an underground tri-phasic distribution, composed of a high number of short branches that cover a limited area around the transformer station. In the rural areas, the grid distribution is aerial, tri-phasic or mono-phasic, composed of a few branches connecting a low number of detached houses, separated several tens of meters. All the selected scenarios include a transformer substation and the corresponding downstream last-mile distribution grid to the homes.
Measurement Campaign
Measurement points were located both at the transformer substations and at a set of access points within the distribution grid between the substations and the homes. In all the measurement locations with tri-phasic grid distribution, measurements for each of the three phases were developed.
In total, the measurement campaign for the characterization of NIE and grid-impedance [48] was composed of 23 measurement locations (14 in urban scenarios and 9 in rural areas), most of them in tri-phasic distribution (19 tri-phasic, 4 mono-phasic locations), with more than one measurement in some locations, in different moments, which results in more than 70 measurements. A brief description of the measured locations for the NIE characterization has been included in Table 1 and additional details can be found in [48] : Table 1 . Description of the measurement locations for the characterization of NIE. 1  Urban-1  Transformer  Tri-phasic  3  2 Urban-1 Distribution-grid Tri-phasic 1 3
Number Scenario Transformer/Distribution-Grid Mono-/Tri-Phasic
Number of Measurements Per Phase
Urban-1 Distribution-grid Tri-phasic 1 4
Urban-1 Distribution-grid Tri-phasic 1 5
Urban-1 Distribution-grid Tri-phasic 1 6
Urban-1 Distribution-grid Tri-phasic 1 7
Urban-1 Distribution-grid Tri-phasic 1 8
Urban-1 Distribution-grid Tri-phasic 1 9
Urban-1 Distribution-grid Tri-phasic 1 10
Urban-1 Distribution-grid Tri-phasic 1 11
Urban-1 Distribution-grid Tri-phasic 1 12
Rural -1  Transformer  Tri-phasic  1  13 Rural-1 Distribution-grid Tri-phasic 1 14
Rural-1 Distribution-grid Mono-phasic 1 15
Rural-1 Distribution-grid Mono-phasic 1 16 Rural-1 Distribution-grid Mono-phasic 1 17
Rural -2  Transformer  Tri-phasic  1  18 Rural-2 Distribution-grid Tri-phasic 1 19 Rural-2 Distribution-grid Tri-phasic 1 20
Rural-2 Distribution-grid Mono-phasic 1
The measurement campaign was developed with the collaboration of authorized staff, who was in charge of connecting the measurement system to the selected points in the LV distribution grid.
Results and Analysis
Types of NIE Registered in the Field Trials
Different types of NIE have been observed in the analysis of the measurements. They have been classified and the most representative samples have been selected for this section. It should be noted The presence of NIE in the shape of tonal emissions has been previously reported in the literature. In [49, 50] , some measurements of NIE from 9 to 150 kHz in low voltage grids in Europe, North America and Asia are presented. These measurements show components at discrete frequencies (e.g. 48 kHz, 64 kHz, 70 kHz). Some of these components are not persistent over several days. Therefore, they might originate from loads that are not permanently connected or have some control that switch them on and off intermittently. This type of tonal emissions is frequently due to power-electronic converters [1, 51] . Tonal emissions (named as 'narrowband interferers') were also found in the field trails in the LV grid developed in [26] .
Harmonics of Tonal Emissions
Some of the tonal emissions that are present in the LV grid are caused by the non-linear behavior of inverters. In these cases, the spectral response is composed by a single tone located in the switching frequency of the inverter (in the range of tens of kHz), followed by a set of tonal emissions at frequencies multiple of the switching frequency, usually with an amplitude that decreases with frequency [1] . Observations of this type of emission have been related, for example, to PV inverters [3, 4, 52] .
In the measurements developed in these trials, some cases of this type of high-frequency harmonics have been registered. As illustrative examples, Figure 5 shows harmonics at frequencies multiples of 16 kHz, while in Figure 6 multiples of 34 kHz can be observed.
North America and Asia are presented. These measurements show components at discrete frequencies (e.g. 48 kHz, 64 kHz, 70 kHz). Some of these components are not persistent over several days. Therefore, they might originate from loads that are not permanently connected or have some control that switch them on and off intermittently. This type of tonal emissions is frequently due to power-electronic converters [1, 51] . Tonal emissions (named as 'narrowband interferers') were also found in the field trails in the LV grid developed in [26] .
In the measurements developed in these trials, some cases of this type of high-frequency harmonics have been registered. As illustrative examples, Figure 5 shows harmonics at frequencies multiples of 16 kHz, while in Figure 6 multiples of 34 kHz can be observed. Examples of wide band NIE are also reported in [53, 54] , where there is a component slightly above 40 kHz that disappears when the light is turned off at a shopping mall. Bursts of wide band NIE were also registered in measurements published in [26] . In [55] , rather, broadband spectrums from 2 kHz to 150 kHz are obtained for light-emitting diode (LED) street lamps using active power factor correction and high-pressure sodium lamps with electronic ballasts. In [7] , measurements of two EV chargers in laboratory conditions showed wide-band disturbances between 9 kHz and 65 kHz and between 9 kHz and 100 kHz, respectively. 
NIE in the Form of Colored Noise
Emissions in the form of colored noise have been also registered in the field measurements. They consist of wide band noise of variable amplitude with frequency. This type of emission may be generated by different types of engines and electronic devices [3, 4, 15] . Some representative examples of these recordings are shown in Figure 9 (mainly for frequencies up to 200 kHz) and in Figure 10 Examples of wide band NIE are also reported in [53, 54] , where there is a component slightly above 40 kHz that disappears when the light is turned off at a shopping mall. Bursts of wide band NIE were also registered in measurements published in [26] . In [55] , rather, broadband spectrums from 2 kHz to 150 kHz are obtained for light-emitting diode (LED) street lamps using active power factor correction and high-pressure sodium lamps with electronic ballasts. In [7] , measurements of two EV chargers in laboratory conditions showed wide-band disturbances between 9 kHz and 65 kHz and between 9 kHz and 100 kHz, respectively.
Emissions in the form of colored noise have been also registered in the field measurements. They consist of wide band noise of variable amplitude with frequency. This type of emission may be generated by different types of engines and electronic devices [3, 4, 15] . Some representative examples of these recordings are shown in Figure 9 (mainly for frequencies up to 200 kHz) and in Figure 10 (with high noise levels for the whole frequency range up to 500 kHz). This type of noise might be the result of the addition of multiple noise sources or might come from a single device. For example, in [26] colored noise was found in measurements in LV grid, while in [56] , the emissions introduced by a TV receiver and a water pump are shown to be in the shape of colored noise.
Replicas of NB-PLC Transmissions
The NB-PLC devices connected to the grid can also generate NIE in out-of-band frequencies.
In these field measurements, the emissions consist of replicas of the transmitted signals in upper frequencies. Therefore, the spectral pattern of these ghost replicas is a set of emissions similar to the NB-PLC transmitted signal, in frequencies higher than the transmission channel (see Figure 11 ). These replicas only occur during the NB-PLC transmission bursts and last a few milliseconds, as it is shown in the measurement recordings of Figure 11 . This type of noise might be the result of the addition of multiple noise sources or might come from a single device. For example, in [26] colored noise was found in measurements in LV grid, while in [56] , the emissions introduced by a TV receiver and a water pump are shown to be in the shape of colored noise.
The NB-PLC devices connected to the grid can also generate NIE in out-of-band frequencies. In these field measurements, the emissions consist of replicas of the transmitted signals in upper frequencies. Therefore, the spectral pattern of these ghost replicas is a set of emissions similar to the NB-PLC transmitted signal, in frequencies higher than the transmission channel (see Figure 11 ). These replicas only occur during the NB-PLC transmission bursts and last a few milliseconds, as it is shown in the measurement recordings of Figure 11 .
It is remarkable that this type of NIE is caused only by part of the communication devices present in the grid. Figure 11 shows transmissions from different transmission devices, but only a small percentage of them generate replicas at higher frequencies. It is remarkable that this type of NIE is caused only by part of the communication devices present in the grid. Figure 11 shows transmissions from different transmission devices, but only a small percentage of them generate replicas at higher frequencies. types of NIE in the same measurement point have been selected and represented in Figure 12 and Figure 13 . Results of Figure 12 include wide band emissions of high amplitude around 100 kHz, tonal emissions in several frequencies along the frequency range and replicas of NB-PLC transmissions in a high percentage of transmissions. Beyond larger/commercial equipment and systems using power electronic technology, many different types of electronic mass market equipment (e.g. power supply units, lamps) can present relevant emission levels in the considered frequency range [7] , and the combination of all of them leads to the type of spectrograms shown above, as results described in [26] .
NIE in Function of the Frequency Range.
The results of these field trials have been also analyzed from a perspective of the frequency range where they occur, to analyze the differences that may exist below and above 150 kHz. types of NIE in the same measurement point have been selected and represented in Figure 12 and Figure 13 . Results of Figure 12 include wide band emissions of high amplitude around 100 kHz, tonal emissions in several frequencies along the frequency range and replicas of NB-PLC transmissions in a high percentage of transmissions. In Figure 13 , the NIE are in the form of colored noise for the whole frequency range up to 500 kHz, a high number of tonal emissions and replicas of NB-PLC transmissions. The NB-PLC replicas only occur during NB-PLC transmissions, while the rest of NIE are continuous in time. Beyond larger/commercial equipment and systems using power electronic technology, many different types of electronic mass market equipment (e.g. power supply units, lamps) can present relevant emission levels in the considered frequency range [7] , and the combination of all of them leads to the type of spectrograms shown above, as results described in [26] .
The results of these field trials have been also analyzed from a perspective of the frequency range where they occur, to analyze the differences that may exist below and above 150 kHz. Figure 12 include wide band emissions of high amplitude around 100 kHz, tonal emissions in several frequencies along the frequency range and replicas of NB-PLC transmissions in a high percentage of transmissions.
Low Part of the Frequency Range (Below 150 kHz)
Results of
In Figure 13 , the NIE are in the form of colored noise for the whole frequency range up to 500 kHz, a high number of tonal emissions and replicas of NB-PLC transmissions. The NB-PLC replicas only occur during NB-PLC transmissions, while the rest of NIE are continuous in time.
Beyond larger/commercial equipment and systems using power electronic technology, many different types of electronic mass market equipment (e.g. power supply units, lamps) can present relevant emission levels in the considered frequency range [7] , and the combination of all of them leads to the type of spectrograms shown above, as results described in [26] .
NIE in Function of the Frequency Range
The results of these field trials have been also analyzed from a perspective of the frequency range where they occur, to analyze the differences that may exist below and above 150 kHz.
Low Part of the Frequency Range (Below 150 kHz)
The number and level of disturbances for frequencies up to 100 kHz is usually high in all the measurement points, and very high at frequencies up to 40 kHz, as it can be observed in the figures of previous sections and in Figures 14-16 . Considering that the communications of power delivery companies in Europe are assigned in CENELEC A band (9 kHz-95 kHz), it is understandable the occurrence of some cases of interfered communications and even a small percentage of isolated communication devices due to the impact of NIE. The number and level of disturbances for frequencies up to 100 kHz is usually high in all the measurement points, and very high at frequencies up to 40 kHz, as it can be observed in the figures of previous sections and in Figures 14-16 . Considering that the communications of power delivery companies in Europe are assigned in CENELEC A band (9 kHz-95 kHz), it is understandable the occurrence of some cases of interfered communications and even a small percentage of isolated communication devices due to the impact of NIE.
As representative cases of NIE in the lower part of the frequency range, Figures 14 and 15 show NIE in the form of tonal emissions and wide band emissions, respectively. Additionally, Figure 16 shows a particular situation of a high level NIE within the CENELEC A band. Figure 17 and Figure 18 are clear examples of relevant levels of NIE at frequencies above 150 kHz. The NIE at these frequencies may have different spectral nature, as it can be observed in these representative cases.
When analyzing the results of the measurements, it cannot be concluded that in all the testing points the level of NIE at higher frequencies is lower than those observed below 150 kHz. On the contrary, there is a significant number of cases where the levels of NIE for upper frequencies are, at least, as high as the levels found at lower frequencies. As representative cases of NIE in the lower part of the frequency range, Figures 14 and 15 show NIE in the form of tonal emissions and wide band emissions, respectively. Additionally, Figure 16 shows a particular situation of a high level NIE within the CENELEC A band. Figure 17 and Figure 18 are clear examples of relevant levels of NIE at frequencies above 150 kHz. The NIE at these frequencies may have different spectral nature, as it can be observed in these representative cases.
When analyzing the results of the measurements, it cannot be concluded that in all the testing points the level of NIE at higher frequencies is lower than those observed below 150 kHz. On the contrary, there is a significant number of cases where the levels of NIE for upper frequencies are, at least, as high as the levels found at lower frequencies. 
6.3
Variation with Time 
Variation with Time When analyzing the results of the measurements, it cannot be concluded that in all the testing points the level of NIE at higher frequencies is lower than those observed below 150 kHz. On the contrary, there is a significant number of cases where the levels of NIE for upper frequencies are, at least, as high as the levels found at lower frequencies.
Variation with Time
Almost all the results registered in the trials contain NIE that, when observed on a large scale, are continuous in time, stable in frequency and quite constant in amplitude, as can be verified in all the previous figures. Only a small percentage of results vary with frequency during the measurement time (a representative case is shown in Figure 19 , where a colored noise, variable both in time and frequency domains, is noticed). Almost all the results registered in the trials contain NIE that, when observed on a large scale, are continuous in time, stable in frequency and quite constant in amplitude, as can be verified in all the previous figures. Only a small percentage of results vary with frequency during the measurement time (a representative case is shown in Figure 19 , where a colored noise, variable both in time and frequency domains, is noticed). 
6.4
Comparison of Levels of NIE for Different Scenarios
In addition to the analysis described in the previous sections, an overall comparison of the level of emissions for the different scenarios has been carried out. For this purpose, a statistical assessment of the levels of NIE for all the measurements registered in a particular scenario has been calculated, by means of representative percentile values of the noise emissions: 0th (minimum), 10th, 50th (median), 90th and 100th (maximum). These statistical values provide a clear representation of the amplitude range of the NIE for the entire frequency band. In those measurements where a high dynamic range was required, only levels above the system noise floor have been taken into account Some variation in amplitude of the NIE is observed on a small scale (within the fundamental period). Figure 20 shows this periodical behavior with the mains period. Almost all the results registered in the trials contain NIE that, when observed on a large scale, are continuous in time, stable in frequency and quite constant in amplitude, as can be verified in all the previous figures. Only a small percentage of results vary with frequency during the measurement time (a representative case is shown in Figure 19 , where a colored noise, variable both in time and frequency domains, is noticed). 
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In addition to the analysis described in the previous sections, an overall comparison of the level of emissions for the different scenarios has been carried out. For this purpose, a statistical assessment of the levels of NIE for all the measurements registered in a particular scenario has been calculated, by means of representative percentile values of the noise emissions: 0th (minimum), 10th, 50th (median), 90th and 100th (maximum). These statistical values provide a clear representation of the amplitude range of the NIE for the entire frequency band. In those measurements where a high dynamic range was required, only levels above the system noise floor have been taken into account for the statistics, in order to avoid that a high noise floor of the measurement system alter the statistics of the grid noise levels. 6.4.1. Rural vs. Urban Scenarios Figure 21 shows the levels of the aforementioned percentiles of NIE, considering all the measurements carried out in rural environment (excluding the measurements at the transformer substation). Figure 22 is a representation of the same statistical parameters for the measurements in urban environment (also with the exception of the measurements at the transformer substation).
frequencies. Results for 90th percentile in an urban environment are similar, and in some cases lower, with respect to the rural environment for a wide frequency range. Accordingly, the results of the statistical analysis demonstrates that urban environments present the highest levels of NIE for the whole frequency range, but only for a small percentage of measurement points.
The minimum measured level of NIE is similar in both environments (between 20 dBuV and 25 dBuV) for frequencies above 60 kHz, which may correspond, for some of the frequencies, to the noise floor of the system. For frequencies below 60 kHz, the minimum level of NIE is above the system noise floor and it is higher in rural scenarios. If values of 10th percentiles are also considered in the analysis, levels remain similar to the minimum for urban measurements, but not for a rural environment, where values around 5 dB higher are shown for most of the frequencies.
Regarding the spectral patterns of the statistical analysis, the urban environment shows plenty of NIE in form of tonal emissions of very high amplitude within the whole frequency range. By contrast, statistical results of rural measurements do not provide this type of NIE, and results are in the form of colored noise of variable amplitude for the whole frequency range.
Last, the lowest frequency range (below 150 kHz) provides the greatest levels of NIE for rural and urban environments, as it was expected [26] . In particular, the levels of NIE for frequencies below 40 kHz are remarkably high. The level of NIE decreases with frequency for all the percentiles in rural measurements; by contrast, in an urban environment, great values can be also observed for high frequencies.
Consequently, the use of higher frequencies for PLC transmission could provide a less noisy propagation channel for PLC transmissions in rural environment, but on the contrary, it does not guarantee a less noisy propagation channel in an urban environment. 
NIE at Transformer Substations
The results of the measurements carried out in the transformer substations have been statistically analyzed separately. As in the previous cases, representative percentile values of the noise emissions have been calculated, only for the measurements developed in the transformer From the comparison of the results shown in Figure 21 (rural environment) and Figure 22 (urban environment), relevant conclusions can be determined.
As a first consideration, the urban scenario presents higher maximum values of NIE for all the frequencies. Nevertheless, the median values are considerably lower than in a rural environment (between 5 dB and 10 dB higher) for frequencies below 150 kHz, and comparable for higher frequencies.
Results for 90th percentile in an urban environment are similar, and in some cases lower, with respect to the rural environment for a wide frequency range. Accordingly, the results of the statistical analysis demonstrates that urban environments present the highest levels of NIE for the whole frequency range, but only for a small percentage of measurement points.
Consequently, the use of higher frequencies for PLC transmission could provide a less noisy propagation channel for PLC transmissions in rural environment, but on the contrary, it does not guarantee a less noisy propagation channel in an urban environment.
The results of the measurements carried out in the transformer substations have been statistically analyzed separately. As in the previous cases, representative percentile values of the noise emissions have been calculated, only for the measurements developed in the transformer centers, and are represented in Figure 23 .
Results show that the minimum measured levels in the trials are considerably higher at the transformer centers ( Figure 23 ) with respect to the rest of the measurements both in rural and urban scenarios (Figures 21 and 22) . By contrast, the maximum levels of NIE are not higher than in the rest of the locations.
The levels of NIE are grouped in a relatively narrow amplitude range: between 32 dBuV and 68 dBuV for frequencies below 100 kHz, and between 27 dBuV and 50 dBuV for most of the frequencies above 100 kHz. This reveals that the emissions and noise from the substations included in this campaign are quite similar in amplitude and continuous in time.
As in rural and urban scenarios, the lowest frequency range (in this case, up to 100 kHz) provides the greatest level of NIE. 
Conclusions
The proper characterization of the different types of NIE is a first step required to characterize the levels and natures of interference that the NB-PLC have to face for an optimal performance, as has been recently stated by the main international regulatory bodies. This characterization should cover the range up to 500 kHz, due to the use of or the recent interest in the whole frequency range for current and future Smart Grid services, and to the lack of results from field trials that cover the whole frequency range. Within this characterization, the main lack is related to field results from different scenarios of electrical grids. This paper summarizes the results obtained in a field measurement campaign in Spain, where illustrative examples of rural and urban electrical grid topologies in Spain were selected by the DSO Iberdrola. In this study, different types of NIE have been identified and characterized in time and frequency domains: tonal emissions, wide band emissions, colored noise, harmonics of switching frequencies and replicas of NB-PLC transmissions, with a measurement system presented in CENELEC SC2015A Working Group 11 [43] and signal processing methods recommended by CISPR [44] [45] [46] .
Moreover, a statistical analysis of the recordings in different scenarios has been developed. The evaluation of the NIE in differentiated scenarios has been developed by comparing the results, first, for rural and urban scenarios, where both the grid topology and the density of the connected loads differ, and second, for measurements in transformer centers.
The statistical analysis of the results demonstrates that some of the measurements in urban environment show the highest levels of NIE for the whole frequency range. The highest levels in urban areas are in the form of tonal emissions of very high amplitude within the whole frequency range, while in rural areas the colored noise of the variable amplitude predominates. The minimum levels of NIE registered in the trials are similar for both environments and slightly higher for rural areas in the lowest frequencies. The median levels of NIE (50th percentile) below 150 kHz are around 10 dB higher in rural areas with respect to urban environments, and comparable for frequencies above 150 kHz. Nevertheless, the differences in level between individual sites (rural or urban, indistinctly) are much higher than the difference between the median levels of urban and rural areas. This is because the presence of local emission sources, which generate different types of patterns of NIE, differs considerably between measurement points within the same environment. 
The statistical analysis of the results demonstrates that some of the measurements in urban environment show the highest levels of NIE for the whole frequency range. The highest levels in urban areas are in the form of tonal emissions of very high amplitude within the whole frequency range, while in rural areas the colored noise of the variable amplitude predominates. The minimum levels of NIE registered in the trials are similar for both environments and slightly higher for rural areas in the lowest frequencies. The median levels of NIE (50th percentile) below 150 kHz are around 10 dB higher in rural areas with respect to urban environments, and comparable for frequencies above 150 kHz. Nevertheless, the differences in level between individual sites (rural or urban, indistinctly) are much higher than the difference between the median levels of urban and rural areas. This is because the presence of local emission sources, which generate different types of patterns of NIE, differs considerably between measurement points within the same environment.
Results obtained at the transformer centers show minimum levels considerably higher with respect to the rest of the measurements both in rural and urban scenarios. By contrast, the maximum levels of NIE are not higher than in the rest of the locations and they are grouped at frequencies below 100 kHz.
Regarding the expectations for a less harsh propagation medium above 150 kHz, the greatest levels of NIE are always for low frequencies (below 150 kHz), and mainly for frequencies below 40 kHz, where they are remarkably high. The highest frequency range provides a less noisy propagation channel for PLC transmissions in a rural environment, but by contrast, it does not guarantee a less noisy propagation channel in urban environment, where the noise level is similar in some measurement points. As a result, NIE levels at higher frequencies should not be expected of low level in all the connection points and, therefore, they should be evaluated in advance.
The results of this work provide a proper characterization of NIE in different scenarios, in the frequency range up to 500 kHz, in order to contribute with useful information for current configurations of robustness techniques for NB-PLC [57, 58] and target mitigation actions [59] [60] [61] . 
